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W PROFILE SETTINGS
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v To edit your profile: Tap your profile @
picture, then select Profile. Jane Doe @&

vJaneDoe11918165

- ——— e ~ Edit profile
what....BUT If your wondering that 5 Following 1 Follower
would be NO. Please slow down, ane Doe

arrive alive. #keepSDsafe

[ENEREREEIEIE!  Edit Profile Settings

B Lists 6 Following 1 Follower

. Tweets Tweets & replies Media Likes
© Topics [
Jane Doe @ @JaneDoe1 1/15/19
1 itter! #myfirstTweet
o Pre i 5 m Bookmarks Hello Twitter! #myfirstTwee
25 ] C T |
Twitter Surveys @ @TwitterSurveys
We've selected a group of people for a ¥ Moments Who to follow
brief brand survey. Please answer a
few quick questions! 2% Follower requests :
analytics.twitter.com/surveys/v2/627. .
Iiojuwa T. Rewane Follow
@FoluwaRewane
: . CyberSecurity Consultant.
n
Settings and privacy Counterintelligence Threat Anal:
o I @ Q ® o

willl Verizon 2 1:22PM F39%e Change your Twitter
Cancel Edit profile username periodically to
limit account exposure.

DO NOT use a face
photo.

Use a general location

SUCth ??S[ country or Use nicknames, initials, or
metropolitan area. pseudonyms.

Name Jane Doe

Bio Add a bio to your profile

Location Add your location

Website Add your website

Birth date Add your date of birtt
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W SECURE YOUR ACCOUNT

Jan 10 sos = 98% @ [fan 12 oee = 95%
< Settings « Account
@JohnD0e01049567 @JohnDoe01049567
U a @JohnDoe01049567
Your account
& see information about your account, download an archive of your data, or learn -“.P
S v essou desotn e vone I
Emai I
Security and account access
(3)  Manage your account's security and keep track of your account's usage including Verificati
apps that you have connected to your account. erification request
Country United States
y Twitter Blue Select the country you live in. Learn more

Manage your subscription features including Undo Tweet timing.

Privacy and safety
Manage what information you see and share on Twitter.

Notifications
Select the kinds of notifications you get about your activities, interests, and
recommendations.

Accessibility, display, and languages
Manage how Twitter content is displayed to you.

Additional resources
Check out other places for helpful information to learn more about Twitter
products and services.

Log out
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Security

@JohnDoe01049567

Two-factor authentication

Security and account access
@JohnDoe01049567

<«

Manage your account’s security and keep track of your account’s usage including apps that
you have connected to your account.

r

Two-factor authentication

Protect your account from unauthorized access by requiring a second authentication method
in addition to your Twitter password. You can choose text message, authentication app, or
security key. Learn more

Security
Manage your account’s security

I@

Additi Ip 1 pr

Apps and sessions
See information about when you logged into your account and the apps you
connected to your account

«©

For added protection, you'll need to confirm your email address or phone number to reset your
Twitter password.

reset protect

W APPS AND SESSIONS
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Active now

Apps and sessions [ Twitter

You don’t have any connected apps &

ol Verizon =
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Revoke access from any apps
and

check
for

frequently
connected devices
unauthorized devices.

>
Log out of any active sessions
connected from a device that 0 MFH
you have not logged in from. )
> ise y
h a diffe
>

Deactivate your account

Jane Doe @
@JaneDoe11918165

This will deactivate your account

ent Twitter

2:03PM < 34% 8

the proce

Your d

till be available in

h as Googl r Bing arn €

Deactivate your
account if no

longer used.

Deactivate
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<« Privacy and safety
lohnDoe01049567

Manage what information you see and share on Twitter,

Your Twitter activity

Audience and tagging
Manage what information you allow other people on Twitter to see

Your Tweets
Manage the information associated with your Tweets.

)

Content you see
Decide what you see on Twitter based on your preferences like Topics and interests.

 Mute and block
Manage the accounts, words, and notifications that you've muted or blocked.

Direct messages
Manage who can message you directly.

Q

., Spaces
°" Manage who can see your Spaces listening activity

@ Discoverability and contacts
Control your discoverability settings and manage contacts you've imported.

Data sharing and off-Twitter activity

Ads preferences
Manage your ads experience on Twitter

Off-Twitter activity
‘A Manage how Twitter uses your online activity outside of Twitter, such as the
websites you visit, to personalize your experience.

7
30 AM_Wed Jan 12 = i mm
v <« Audience and tagging
@JohnD0c01049567
@ Manage what information you allow other people on Twitter to see.
Q Protect your Tweets 0
=0 Only show your Tweets to people who follow you. If selected, you will need to approve each
o new follower. Learn more
Photo tagging Off
830 AM Wed Jan 12 = 94% mm)
< Direct messages

@JohnD0e01049567

Manage who can message you directly.

Allow message requests from everyone

Let people who you don't follow send you message requests and add you to group
conversations. To reply to their messages, you need to accept the request. Learn more

Hide message requests that have been detected as being potentially spam or low-quality.
These will be sent to a separate inbox located at the bottom of your message requests. You
can still access them if you want. Learn more

W PRIVACY AND SAFETY
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« Location information
@JohnD0e01049567

Manage the location information Twitter uses to personalize your experience.

Personalize based on places you’ve been
Twitter always uses some information, like where you signed up and your current location, to

help show you more relevant content. When this setting is enabled, Twitter may also
personalize your experience based on other places you’ve been.

Precise location Disabled

If enabled, Twitter will collect, store, and use your device’s precise location, such as GPS
information. This lets Twitter improve your experience — for example, showing you more local
content, ads, and recommendations.

See your Twitter data

ggmmmoﬁ@t

Show read receipts [ @)

Let people you're messaging with know when you've seen their messages

Read receipts are not shown on message requests. Learn more

Location Information

allows apps to track

locational data, and
personalize ads based
on places you've been.
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L 4 <« Off-Twitter activity
@JohnDoe01049567

visit, to personalize your experience.

Manage how Twitter uses your online activity outside of Twitter, such as the websites you

= 94% @)

Allow use of where you see Twitter content across the web

name, email, or phone number. Learn more

Personalize based on your inferred identity

account. Learn more

This setting lets Twitter keep track of your visits to other websites that integrate Twitter
content, such as embedded timelines. That information makes Twitter better for you, such as
by personalizing your experience. This web browsing history will never be stored with your

Twitter will always personalize your experience based on information you’ve provided, as well
as the devices you’ve used to log in. When this setting is enabled, Twitter may also personalize
based on other inferences about your identity, like devices and browsers you haven’t used to
log in to Twitter or email addresses and phone numbers similar to those linked to your Twitter

8:30 AM Wed Jan 12 eee = 94%

’ « Discoverability and contacts
@JohnDoe01049567

Control your discoverability settings and manage contacts you’ve imported.

Discoverability

Let others find you by your email

You need to add an email address for this setting. Add now

Let others find you by your phone

Contacts

Sync address book contacts
Contacts from your address book will be uploaded to Twitter on an ongoing basis to help

connect you with your friends and personalize content, such as making suggestions for you
and others. Turning off syncing will not remove previously uploaded contacts. Learn more

Remove all contacts

Remove any contacts you've previously uploaded and turn off syncing with Twitter on all
devices. Please be aware that this takes a little time

Off-Twitter activity
allows apps to use data
collected across the
web, to create a
personalized ad
experience.
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USEFUL LINKS

A Parent’s Guide to Internet Safety
www.fbi.gov/stats-services/publications/parent-guide

Wired Kids
www.wiredkids.org

Microsoft Safety & Security
https://support.microsoft.com/en-us/help/4091455/windows-protect-privacy-internet

OnGuard Online
https://www.consumer.ftc.gov/features/feature-0038-onguardonline

Twitter Privacy
https://help.twitter.com/en/safety-and-security#ads-and-data-privacy

https://consumer.sd.gov/ 1-800-300-1986
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